The Cyber Education Project: Defining Educational Standards for an Emerging Discipline by Blair, Jean et al.
Association for Information Systems
AIS Electronic Library (AISeL)
WISP 2015 Proceedings Pre-ICIS Workshop on Information Security andPrivacy (SIGSEC)
Winter 12-13-2015
The Cyber Education Project: Defining
Educational Standards for an Emerging Discipline
Jean Blair






The University of Alabama
Andrew Phillips
The United States Naval Academy
Follow this and additional works at: http://aisel.aisnet.org/wisp2015
This material is brought to you by the Pre-ICIS Workshop on Information Security and Privacy (SIGSEC) at AIS Electronic Library (AISeL). It has
been accepted for inclusion in WISP 2015 Proceedings by an authorized administrator of AIS Electronic Library (AISeL). For more information, please
contact elibrary@aisnet.org.
Recommended Citation
Blair, Jean; Buck, Scott; Burley, Diana; Parrish, Allen; and Phillips, Andrew, "The Cyber Education Project: Defining Educational
Standards for an Emerging Discipline" (2015). WISP 2015 Proceedings. 15.
http://aisel.aisnet.org/wisp2015/15





Jean R.S. Blair 
The United States Military Academy, West Point, NY, USA {jean.blair@usma.edu} 
 
Scott Buck 
Intel Corporation, Phoenix, AZ, USA {scott.buck@intel.com} 
 
Diana Burley 
George Washington University, Washington DC, USA {dburley@gwu.edu} 
 
Allen Parrish 
The University of Alabama, Tuscaloosa, AL, USA {allen.parrish@ua.edu} 
 
Andrew Phillips 
The United States Naval Academy, Annapolis, MD, USA {aphillips@usna.edu} 
      
 
INTRODUCTION 
The Cyber Education Project (CEP) is an initiative supported by a diverse group of computing and 
information professionals representing academic institutions, government and industry, and several 
professional societies to develop undergraduate curriculum guidelines and a case for accreditation for 
educational programs in the “Cyber Sciences.” Organized in July 2014, the CEP is currently leveraging a 
community of interest to inform and move the work forward. This panel discussion will provide a venue 
for gathering additional input from information system professionals regarding the goals and work products 
of the CEP. 
CYBER SCIENCES 
The term “Cyber Sciences” reflects a collection of computing-based disciplines involving technology, 
people, and processes aligned in a way to enable “assured operations” in the presence of risks and 
adversaries.  It involves the creation, operation, analysis, and testing of secure computer systems (including 
network and communication systems) as well as the study of how to employ operations, reasonable risk 
taking, and risk mitigations.   The concept of “Cyber Sciences” refers to a broad collection of such programs, 
and disciplines under this umbrella often also include (in addition to the foundational elements in 
computing) aspects of law, policy, human factors, ethics, risk management, and other topics directly related 
to the success of the activities and operations dependent on such systems, many times in the context of an 
adversary. 
GOALS OF THE CEP 
As noted above, the goals of the CEP are two-fold: 
1. To define undergraduate curriculum guidelines for the “Cyber Sciences” and; 
2. To develop a case for accreditation of the “Cyber sciences,” ultimately resulting in new “Cyber 
Sciences” accreditation criteria for consideration by ABET to be included in its criteria for 
accrediting computing programs. 
The CEP has been engaged in Activity #1 for nearly 18 months, and has developed a draft of undergraduate 
curriculum guidelines for the “Cyber Sciences.”  These guidelines are being transitioned to a curriculum 
task force managed by the major professional societies in computing.  Activity #2 recently has been initiated 
with the goal of developing draft accreditation criteria within the next year and that are consistent with the 
draft curriculum guidelines. 
PANEL CONTENT 
The panel will focus on a set of key questions, to include the following: 
 What are the “Cyber Sciences”? 
 What are the various topics/components that make up the “Cyber Sciences”? 
 What “cyber” curriculum components should be included from the Information Systems 
perspective? 
 Why should there be a curriculum volume on the “Cyber Sciences”? 
 What is the value of developing accreditation criteria for the “Cyber Sciences”? 
 What would program criteria for the “Cyber Sciences” look like? 
